Treason

/ Treason- Whoever, owing
allegiance to the United
jates, levies war against
® hem or adheres to their
enemies, giving them aid and
comfort with the United

States or elsewhere, is guilty
of treason (see Title 18, USC.

§2831).
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Espionage

/ Espionage involves a

government or individual
obtaining information that is
considered secret or
confidential without the
permission of the holder of the
information.

Espionage is inherently
clandestine, and is a subset of
Intelligence gathering.
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Sabotage

/Sabotage is deliberate
action aimed at
weakening another
entity through
subversion,
obstruction, disruption,
or destruction.

4 . . . . . ge - . )
In war, the word is used to describe the activity of an individual or groups actions
result in the destruction or damaging of the productive or vital facility, such as

\equipment, factories, dams, public services, or logistic routes.
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Subversion

/Subversion is an act or acts\

inciting military or civilian
personnel of the Department
of Defense to violate laws,
disobey lawful orders or
regulations, or disrupt military
activities with the willful intent
thereby to interfere with, or
impair the loyalty, morale, or
discipline, of the Military

\Forces of the United Statesj
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Cl Threats

l Traditional -- Hostile countries that openly target the United States I

Non-Traditional -- threats today come in the form of terrorism, drug trafficking, serious

communicable diseases, piracy, illegal immigration and information security.

Information Mercenaries -- Anyone who may seek intelligence information or
access to the information for possible profit (i.e. Computer Hackers, Media,
Aircraft Spotters, etc.)




25.443378




25.391132




\

Cl incidents happen daily, and threats originate from various countries, groups, and
individuals. The focus of the collection ranges from technological, to strategic, to
terrorist.

N\
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Reportable Situations

[ You must report any of the following situations immediately: ]

e

Unauthorized contact with an individual who is suspected of being
associated with a foreign intelligence/security organization, including
attaches, or terrorist organization.

(

lllegal activity, conduct, or requests for participation in illegal activities or
other conduct that might make someone susceptible to blackmail or result
in security violation.
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Reportable Situations

\,

Individuals are required to report when unauthorized intrusion into U.S.
automated information systems, networks, or other cyber capabilities,
whether classified or unclassified;

N\

-

Unauthorized transmissions of classified or unclassified controlled
information without regard to

Medium
Destination
Origin
Must be reported to the AFOSI
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Reportable Situations

ﬁ:idents or behaviors that are otherwise reportable must be reported
to the supporting AFSOI or Cl Office.

Remember, “contact” means any exchange of information directed to
an individual including:

Solicited or Unsolicited Telephone calls
Text Messages
Interaction via social media
Networking websites
Email
Radio Contact

Face — to — face meeting and repeated contact with foreign national.
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REMEMBER

Counter-Intelligence is information gathered
(and activities conducted)
to protect against espionage and sabotage.

[ Report any incidents or contacts to AFOSI IMMEDIATELY ]
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Questions?

~

&

This completes your yearly Force Protection
reference the ANG SharePoint site:

https://cs3.eis.af.mil/sites/00-ED-AN-
33/ANC/

>

Requirement. If you have any questions please

/



https://cs2.eis.af.mil/sites/12866/ANC/

